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Abstract 
Traditional security methods have largely been overtaken by biometrics. Vein pattern characteristics have become the 
forefront of biometric research because of its uniqueness, stability and immunity to frauds. Researchers are pioneering 
methods of processing and matching vein patterns. For the last few years, hand vein unimodal biometric has been explored. 
However, to address the challenges such as intra-class variations, unacceptable error rates and noisy data posed by the latter, 
multibiometrics has to be developed. Motivated by the fact that multibiometrics improves the accuracy of biometric system, 
a hand vein biometric comprising of dorsal and palmar vein has been implemented in this work. First, individual scores are 
generated by the individual matchers and are used for testing the biometric system. These scores are then fused using score 
level fusion , which is easy to access and combine the scores obtained from the different modalities. Unimodal biometric 
performance has been compared with hand multimodal biometrics. 
 
© 2012 The Authors. Published by Elsevier Ltd. Selection and/or peer-review under responsibility of the Centre of 
Humanoid Robots and Bio-Sensor (HuRoBs), Faculty of Mechanical Engineering, Universiti Teknologi MARA. 
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1. Introduction 
Biometrics has revolutionized the security world by authenticating or recognizing individuals using their biological, 
physical or behavioral characteristics instead of traditional passwords, pincodes or smart cards. One recent emerging 
potential biometrics that is competing with fingerprints, hand geometry, iris scans, faces or handwritten signatures is the 
hand vein pattern. Hand vein pattern is a distinct pattern beneath the skin, stable and immune to forgery. The main steps 
involved in a biometric security system are image capture, preprocessing, processing and matching. Cross et al. have 
developed a low cost automatic thermographic imaging system and have used grid based matching was used to match 
images [1]. A shift-and add architecture have been developed by Im et al. for filtering vein pattern [2]. Lin and Fan have 
extracted dorsal hand vein pattern by using watershed transformation and have used multiresolution analysis features to 
analyse the palm dorsa vein pattern [3]. Tanaka and Kubo have applied phase only correlation and template matching to 
recognize vein patterns [4]. Wang and Leedham have applied the line Hausdorff distance to match dorsal hand vein patterns 
to recognise individuals[5]. Badawi has developed a hand vein biometric verification where pixel-by-pixel technique was 
used to match the vein pattern[6]. Cellular Neural network was used by Malki et al. [7] to extract dorsal hand vein features. 
A ridgelet transform and local interconnection structure neural network was applied on the hand dorsal vein pattern to 
extract the straight line features which represent the vein patterns [8, 9]. In another work, Deepika et al.[10,11] have 
extracted dorsal hand vein features by using the seven invariable moments to. Apart from dorsal hand vein features, palmar 
veins can also be used to authenticate individuals. According to research, the palm has more features like line features, point 
 
 
* Corresponding author. Tel.: +2304037758. 
E-mail address: m.mamodekhan@uom.ac.mu 
Available online at www.sciencedirect.com
Open access under CC BY-NC-ND license.
Open access under CC BY-NC-ND license.
898   Maleika Heenaye- Mamode Khan /  Procedia Engineering  41 ( 2012 )  897 – 903 
features, geometry features, texture features and statistical features. The features are unique for and can be used in biometric 
for recognition. Thus, palmprint recognition biometric system can be developed using different approaches based on 
structural features, statistical features or a hybrid of these two features [12].  Several methods have been devised to extract 
and represent palmar vein features [13,14, 15].  
Unimodal biometric, that is, using only one biometric trait has been deployed for many applications. Using unimodal 
biometrics, there are several problems like non-universality,  noisy data, intra-class variations, restricted degrees of freedom, 
and unacceptable error rates that need to be addressed [16,17] .The development of multibiometric security system can be 
used to overcome the problems of unimodal biometric. Multibiometric systems are those that utilize more than one 
physiological or behavioral characteristic and rely on the evidence presented by multiple sources of biometric information 
[21, 22]. The experimental results emanating from the few research carried out on multi-biometrics are promising and thus 
encourage research in this area [18, 19, 20]. In section 2, hand vein capture and feature extraction have been explained. 
Sections 3 provide details on vein representation and vein fusion has been pioneered in section 4. Section 5 provides the 
experimental results and this work is finally concluded in section 6. 
 
2.  Hand Vein Capture and Feature Extraction 
 
No public dorsal and palmar database is available to the public community. Hence, both dorsal hand vein patterns and 
palmar vein patterns have been captured to develop a multibiometric security system. Since these veins pattern are found 
beneath the skin and cannot be seen with naked eyes, a CMOS digital camera, an infrared filters and LEDs have been used 
to capture these images. Images were obtained from 500 individuals from different ethnic and age group, where 6 dorsal and 
6 palmar veins were captured. Images were taken for both fair and dark skin.  Preprocessing steps that are then applied on 
the dorsal and palmar vein patterns are hand segmentation, vein pattern segmentation, noise filtering and thinning. The 
background is first subtracted from the hand vein image. The dorsal and palmar veins are then obtained by using 
thresholding where “graythresh” function in Matlab has been applied. To remove noises and to enhance the quality of the 
vein images, the thresholded images are subjected to match filter, Wiener filter and smoothing filters [15]. Suen and Zhang 
[16] thinning algorithm has been applied to generate a skeletal image of the vein patterns to represent the veins in 1-bit 
pixel. The following diagrams show an example of a thinned dorsal hand vein pattern and palmar vein pattern. 
  
 
 
 
(a)    (b) 
Figure 1(a) Thinned dorsal hand vein pattern, 1(b) Thinned palmar vein pattern 
 
All the pixel values representing the vein images are taken into consideration. Assume that an individual i  ‘s hand vein 
image ),( yxX it  is a 2-dimensional MM × matrix of 8-bit intensity values. Since an individual will have different 
orientations to position his vein patterns, we represent these various orientations using an index t  where T is the maximum 
number of orientations for an individual i .  Assuming a total set of I individuals, we define a training matrix iX  as the 
average vein image based on the T  orientations: 
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where  Tt K3,2,1= and Ii K,3.2,1= . 
As in most biometric system, we vectorize iX   into a column vector of size 
2M  by concatenating the rows such that a 
vein image of size 256256 × becomes a vector of dimension 65,536.  By combining each training vectorized iX ,  we 
obtain an aggregate augmented matrix space X  
              IMIi
XXXXX
×
= 2],,,,[ 21 KK                    (2) 
In this way the matrix of both the palmar and dorsal hand vein pattern have been obtained 
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3. Proposed Multimodal Biometric 
 
The figure below shows the proposed multibiometric developed. 
 
 
 
  
 
 
 
 
 
 
 
 
 
 
Figure 1: Multibiometric block diagram 
 
3.1 Representation of Vein Features Using ICA (Independent Component Analysis) 
 
As explained in section 2.0, the feature matrices obtained for the dorsal hand vein pattern and palmar vein pattern is high 
dimensional. This leads to high processing time and storage space. Motivated by the fact that dimensional reduction 
techniques can be used to reduce the dimensionality of these matrices, Independent component analysis (ICA) have been 
applied. Sharing the similar spirit that ICA is dimension reduction technique that have been applied other biometrics like 
face recognition(Lui and Wechsler, 1999) [25] and have produced motivating results, it is being applied on the dorsal and 
palmar vein patterns. The procedure ICA is briefly explained below: 
Taking the vein representation in equation (2), The covariance matrix of  X is  defined as:   
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The following step is to compute the covariances by using an unbiased sample estimator of the above formula         
                                                                           
∑
=
−−= I
i
T
ii XXXXI
Cov
1
))((
1
,                                                         (4) 
Where, 
∑
=
=
I
i
iXI
X
1
1
 
It is to be noted that the dimension of Cov  is 
22 MM ×  
 
To reduce the dimension of the vector generated, whitening is used.  This is performed by a transformation which leads to 
the following equation.  
                                                                                 UX 2
1
ΦΛ=                                                                                        (5) 
where Φ  represent the  matrix of eigenvectors and Λ is a diagonal matrix of eigenvalues. In this paper, it is also proposed 
that the two components are calculated using the Rayleigh quotient iterative method. The method works as as follows: 
Since the dimension of the covariance matrix Cov  is 22 MM × , 2M random variables will be generated that are 
uniformly distributed between 0 and 1 and for each randomly generated number. The Rayleigh quotient iteration method is 
applied such that for 2....1 Mi =  
Firstly, the  vector )0(iυ  is initialised with || )0(iυ || =1 . The next step is to calculate ][][ )0()0()0( iTii Cov ΦΦ=λ  for 
,...2,1=k  
The following equation is then solved: 
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 By sorting the eigenvalues in decreasing order,  the first m leading eigenvectors )( 2Mm <  are used to define a matrix  
                                                                     K,,[ 21 ΦΦ=P , ]mΦ                                                                       (7) 
where P  is of dimension mM ×2  and the first m eigenvalues are represented by  the diagonal matrix 
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The whitening dimension reduction technique transforms the data 
X  into X
~
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3.2. Recognition of Vein Images using genuine and imposter scores 
 
When a test image is obtained, the score (weight) has to be calculated to check whether the person is genuine or an 
imposter. In other words, the test image is checked whether it is close to a known class. Classes are associated with the 
weights of the images that are computed using ICA. The measure that has been used is the Euclidean distance which 
calculates the difference between the test class generated and all the other classes found in the database. Thus, using this 
weight vector, the Euclidean distance is calculated as follows: 
     
22 |||| kpk Ω−Ω=ε  ,                                                                 (11) 
where Ik ≤≤1  . In equation (11), pΩ is the weight vector of the test vein image and kΩ  is the weight vector 
corresponding to the vein image of the thk  individual (which represents the thk class). 
 
Following these steps, the following results can be obtained: 
 
(1) spaceθε <2 and classk θε <2 , where the test image is considered as genuine 
(2) spaceθε <2 and classk θε >2 , where the person is concluded as an imposter 
 
It is to be noted that the arbitrary distance (threshold value), Spaceθ ,  is obtained by computing the genuine score and the 
imposter score. The threshold value determines the maximum distance that can be allowed to authenticate an individual. 
 
 The set of genuine scores and the imposter scores depend on the number of test veins and the number of template veins. 
Thus, a set of genuine scores and imposter scores are generated to check a test image upon access to the system to verify 
whether it is a known or unknown identity. Genuine score refers to the Euclidean distance between the testing set and the 
standard sets of all the individuals of the database. The Euclidean distance between the testing set and the set of all other 
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individuals in the template set is the imposter score. As mentioned above, a threshold value is generated to check the 
maximum allowable distance. This is done by plotting the genuine score and the imposter score to obtain the optimal 
threshold value using FAR(False Acceptance Rate) and FRR (False Rejection Rate), which is termed as EER (Equal error 
rate). 
 
4.  Hand Vein Fusion 
 
The multimodal biometric developed in this work comprises of dorsal hand vein pattern and palmar vein pattern. The 
score level fusion has been adopted since this fusion level is relatively easy to access and combine the scores of different 
modalities.  In fact, each individual process outputs a match score as explained in section 3. This type of system sets a 
threshold value. The fusion process fuses the individual score obtained into a single score and compare it with the value that 
has been set for the threshold . 
However before the fusion process, the scores are normalized. The main reason behind this is that the matching scores 
that are generated from the different matchers can be heterogeneous. The scores must be transformed into a common 
domain prior to fusion. The Min-Max normalization scheme maps the raw matching scores to interval [0, 1] and retains the 
original distribution of matching score except for a scaling factor (Horng et al., 2009)[27] as shown below: 
     )min()max(
)min('
XX
Xx
x −
−
=
                                                   (12) 
It is to be noted that in this work, ICA has been used to represent both dorsal and palmar vein patterns. Nevertheless, the 
scores have been normalised. Sum rule base fusion is then used to fuse the scores of the individual matchers as described in 
the next section. 
4.1. Sum Rule Based Fusion 
Using the same token developed by He et al.(2009) and Horng et al.(2009)[26], in sum- rule fusion, a set of normalized 
scores ),...,,( 21 mxxx , where index 1 to m indicates the biometric matcher, is obtained from a particular person. These 
scores are then fused using the following formula:  
                   mms
xwxwxwf +++= ...2211 ,                                                  (13) 
Where iw represents the weight that is assigned to each matcher, that is, 1 to m. The fused score sf will then be compared 
with a threshold t . A person is considered as genuine if tf s ≥ , else the person is considered as an imposter.  
5. Experimental Results 
 
First of all the genuine score and the imposter scores are computed for the dorsal and palmar vein pattern individually.  
 
 
 
 
 
 
 
 
Figure 2: Genuine and Imposter score for vein pattern 
 
From the graph generated above, the genuine score and the imposter score overlaps at certain point. This value represents 
the optimal threshold that is used for matching. The biometric system recognises a genuine user if the generated score is less 
than the optimal threshold value. Otherwise the system rejects the user. To test the system, false acceptance rate (FAR), 
which is the number of times an imposter is considered as a genuine user and false rejection rate (FRR), which is the 
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number of times a genuine user is considered as an imposter, have been computed. Random sets of vein patterns were 
chosen for the training set and for the test set. The average is then calculated as shown in the table 1. 
 
The threshold that was chosen is 0.92. This threshold value will be used to determine whether the test image is a genuine or 
imposter as detailed in section 3.  
 
Likewise, the threshold value obtained for the palmar vein pattern is 0.89. 
 
Table 1:  Average False Acceptance Rate and False Rejection Rate of Dorsal Hand Vein Pattern 
 
 
 
 
 
 
 
 
 
 
 
The table below shows the FAR and FRR of dorsal and palmar vein patterns using the optimal threshold values. 
 
 
Table 2: Results of unimodal system 
 
 
 
 
 
 
 
 
 
 
Table 3 shows the results of fusion. It can be noticed that the fusion of dorsal hand vein pattern and palmar vein patterns 
have result in lesser FAR and FRR compared to unimodal biometric. This shows that multibiometrics yield to better results 
compared to unimodal biometrics. 
 
Table 3: Fusion of Palmar and Dorsal hand Vein pattern 
 
 
 
 
 
6.0 Conclusion and Discussion 
 
In this work, palmar hand vein pattern and dorsal hand vein patterns have been used as biometric features to recognise an 
individual. The features of each biometrics have been captured, extracted and presented. ICA which is popular dimension 
reduction technique, previously applied on other biometric features has been used to represent the vein features. Each 
biometric feature has been tested individually by calculating the FAR and FRR.  According to literature, multibiometrics 
performs better than unimodal biometric. In line with this, a robust hand vein multibiometric has been developed. The 
scores generated by the individual matchers is first normalised followed by fusion. In fact, score level fusion has been used 
Multibiometric fusion gives better FAR and FRR compared to unimodal biometrics.  
Threshold Value Average 
False 
Acceptance 
Rate (%) 
Average 
False 
Rejection 
Rate (%) 
0.62 3.5 2.9 
0.72 2.4 2.7 
0.82 1.45 1.52 
0.92 0.92 0.83 
1 1.12 0.98 
Biometric 
System FAR(%) FRR(%) 
Dorsal hand 
vein pattern 0.92   0.83 
Palmar Hand 
Vein Pattern 1.20  2.87 
Biometric system  FAR FRR 
Fusion of dorsal hand vein pattern and Palmar 
Vein   0.02  0.35 
903 Maleika Heenaye- Mamode Khan /  Procedia Engineering  41 ( 2012 )  897 – 903 
 
 
References 
[1] J.Cross, and C.Smith, “Thermographic Imaging of Subcutaneous Vascular Network of the Back of the Hand for Biometric Identification”, IEEE 
29thAnnual  International Carnahan Conference, 1995, Pg. 20- 35. 
[2] S.Im, H.Park, Y.Kim, S.Han, S.Kim, C.Kang , “A biometric identification system by extracting hand vein patterns” , Journal of the Korcan Physical 
Society, Vol.38, No. 3, March 2001, Pg. 268-272.  
[3] C. Lin and K. Fan. “ Biometric Verification Using Thermal  Images of Palm- Dorsa Vein Patterns” , IEEE Transactions on Circuits and Systems for 
Video Technology, Vol.14, No.2, 2004. 
[4] T.Tanaka and N.Kubo,. Biometric Authentication by Hand Vein Pattern, SICE Annual Conference in Sapporo, Aug 4-6, 2004 
[5] L.Wang, and G.Leedham, “Near- and- Far- Infrared Imaging for Vein Pattern Biometrics” , Proceedings of the IEEE International Conference on 
Video and Signal Based Surveillance, 2006. 
[6] A. Badawi. “Hand Vein Biometric Verification Prototype: A Testing Performance and Patterns Similarity”. In Proceedings of the 2006 International 
Conference on Image Processing, Computer Vision, and Pattern Recognition (IPCV'06: June 26-29, 2006, Las Vegas, USA. 
[7] S.Malki, Y.Fuqiang and L.Spaanenburg, Vein Feature Extraction Using DT- CNN, 10th International workshop on cellular Neural Networks and their 
Application, Istanbul, Turkey, 28-30 Aug. 2006 Page(s):1 – 6 
[8] L. Wang, G.Leedham and D.Cho. “Minutiae feature analysis for infrared hand vein pattern biometrics”. The Journal of the pattern recognition 
society, Volume 41 ,  Issue 3  (March 2008)  Pages 920-929   Year of Publication: 2008 ISSN:0031-3203 
[9] Y. Zhang, X.Han and S.Ma, “Feature extraction of hand vein patterns based on ridgelet transform and local interconnection structure neural 
network”, Intelligent Computing in Signal Processing and Pattern Recognition, Pg. 870-875, 2006 
[10]   L.Deepika and A.Kandaswamy., “An Algorithm for Improved Accuracy in Unimodal biometric Systems through Fusion of Multiple Feature Sets”, 
ICGST- GVIP Journal, ISSN 1687-398X, Volume (9), Issue (III), June 2009. 
[11] L.Deepika, A.Kandaswamy and C.Vimal, , “Protection of patient identity and privacy using vascular biometrics”, International Journal of security Vol 
4, Issue 5, 2010 
[12] X.Wu, D.Zhang and K.Wang., “Fisherpalms based palmprint recognition”, Pattern recognition letters 24, Pg. 2829-2838, 2003. 
[13] K.Ito, T.Nakajima K.Kobayashi and K.Higuchi,” A Palmprint Recognition Algorithm using Phase-Based Image Matching”. in 2006 IEEE 
International Conference on Image Processing. 2006. 
[14] A.Kumar, H.Wong, C.Shen and A.Jain.,”Personal verification using palmprint and hand geometry biometric”, Proc. of 4th Int’l Conf. on Audio and 
Video-based Biometric Person Authentication, pp. 668–678, Jun 2003. 
[15] L.Shang, D.Huang, J.Du and C.Zheng, “Palmprint recognition using FastICA algorithm and radial basis probabilistic neural networks” , 
Neurocomputing 69 (2006) 1782–1786 
[16]  X.Wu, E.Gao, Y. Tang and K.Wang, “A Novel Biometric System Based on Hand Vein”, 2010 Fifth International Conference on Frontier of 
Computer Science and Technology 
[17]A.Jain, K.Nandakumar and A.Ross, “Score normalization in multimodal biometric”, The Journal of Pattern Recognition 38, Pg. 2270-2285, 2005 
[18] M.Hanmandlu, J.Grover, V.Madasu and S.Vasurkala, “Score Level Fusion of Hand based biometrics using T-Norms”, IEEE International Conference 
on Technologies for Homeland Security, Pg. 70-76, December, 2010. 
[19]  M.Nageshkumar, P.Mahesh and S.Swamy, “An efficient secure multimodal biometric fusion using palmprint and face image”, International Journal 
of Computer Science Issues, Vol. 2, 2009.  
[20] M.Kathuria, “Performance Enhancement of identification system using vein biometric with modified run length encoding, stenography and 
cryptography”, International Journal of Computer Applications, Volume 12, No.8, December 2010.   
[21] M.Imran, A.Rao and G.Kumar, “Multibiometric systems: A comparative study of multi-algorithmic and multimodal approaches”, Proceedings of the 
International Conference and Exhibition on Biometrics Technology , Pg. 207-212, 2010 
[22] A.Yuksel, A.Akarun and B.Sankur, “Biometric Identification through hand vein patterns”, 18th IEEE International Conference on Signal Processing 
and Communication Applications, Pg. 708 - 711, April 2010, Diyarbakir 
[23] M.Turk and P.Pentland, “ Face recognition using eigenfaces”, In the Proceeding of IEEE Computer Society Conference on Computer Vision and 
Pattern Recognition, 1991, CVPR apos;91, Volume, Issue, 3-6 Jun 1991 Page(s): 586-591 
[24]  M.Heenaye and N.Mamode Khan, “Face Recognition using Quadratic Inference Function” International Conefernce on Intelligent Network and 
Computing, Pg.395-399,Vol2, 2010 
[25]C.Lui and H.Wechsler,“Comparative Assessment of Independent Component Analysis (ICA) for Face Recognition”, Second International Conference 
on Audio- and Video-based Biometric Person Authentication, AVBPA’99,Washington D. C. USA, March 22-24, 1999 
[26] M.He, S.Horng, P.Fan, R.Run, R.Chen, J.Lai, M.Khan, K.Sentosa, “Performance evaluation of a score level fusion in multimodal biometric systems”, 
Pattern Recognition (2009), doi: 10.1016/j.patcog.2009.11.01 
[27] S.Horng, Y.Chen, R,Run, R,Chen, J.Lai and K.Sentosal,  “An improved score level fusion in multimodal biometric systems”, International conference 
on parallel and distributed computing, applications and technologies, pp.239-246, 2009. 
 
 
 
